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H e l p i n g  C u s t o m e r s

N etC leanse is  an anti-spam and 
anti-virus produc t.

T his  doc ument will  help you 
trouble -shoot NetC leanse instal-
lations.

N etC leanse is  largely an au-
tomatic ally  configuring produc t. 
O ur engineers  per form remote 
health checks of  ever y NetC leanse 
installation six  times an hour at 
a  minimum. However,  here are 
brief  technic al  notes explaining 
the major  suppor t  issues c allers 
to our suppor t  desk have. 

B asic  Installation

You need a dedic ated machine on 
which NetC leanse c an be installed 
You have a generic  10/100 net-
work c ard ( i .e.  3Com, Intel)  (Not 
Integrated on the board.)

The machine has a  Pentium 4 
minumum

It has a  f loppy disk drive

The power management settings 
on the machine are turned off  ( in 
the BIOS)

The hard drives are not set  to “Ca-
ble S elec t ”.  This  setting is  made 
at  the back of  the hard drive.

The machine is  s ituated such that 
it  is  able to get out of  the net-
work
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I t  is  recommended that Net-
C leanse be positioned outside 
your f irewall.  This  is  not a  sec u-
rity  r isk as  the NetC leanse Linux 
Kernel  has been hardened by 
removing the GUI.

In order to run NetC leanse out-
side your f irewall,  a  dedic ated 
public  IP is  needed.

90  per  cent of  the installation 
issues result  from client-side is-
sues. 

Where NetC leanse is  installed 
is  the first  question that must 
be asked in a  tech suppor t  c all. 
NetC leanse’s  loc ation determines 
what por ts  should be open or 
closed,  and whether public  or  pri-
vate IPs should be used.
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G e t t i n g  s t a r t e d
Installation Overview

What is NetCleanse?

NetCleanse is  an automated communicat ion se-
cur i t y  ser v ice  protec t ing Internet  communicat ion 
f rom spam and v i ruses. NetCleanse combines  the 
convenience of  automated updates  with the secu-
r i t y  of  owning and host ing your  own ser ver. Net-
Cleanse protec ts  against  v i ruses  and spam at  the 
SMTP level , whi le  a lso  screening HT TP and FTP at 
the gateway.

I t  can res ide outs ide the f i rewal l

I t  can res ide on the DMZ or  behind the f i rewal l

Downloading NetCleanse
Creating your account and install disc

Go to NetCleanse.Com

Selec t  Download

Read and agree to  the l icense

Enter  the corporate  infomation needed. This  i s 
the contac t  information used for  bi l l ing as  wel l  as 
emergencies. NetCleanse may need to  contac t  the 
network administrators  of  customers  so  please en-
sure  that  te lephone numbers  and e-mai l  addresses 
remain current .

IP information:
Enter  IP  information

IP  of  NetCleanse unit

Default  G ateway

NetMask of  NetCleanse Unit

DNS Ser ver  1

DNS Ser ver  2

Pr imar y  Domain Name 

Ensure that  the customer  double  and tr ip le  checks 
that  the information here  has  been entered cor-
rec t ly. Incorrec t  information in  this  form wi l l  cause 
di f f icult ies  in  the insta l lat ion and operat ion of 
NetCleanse.

•

•

•

•

•

•

•

•

•

•

•

•
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T h e  b o o t  d i s c
Creating a boot disc

Once the installation forms are complete and submitted. 
the customer should receive an e-mail with the Evalua-
tion ID from NetCleanse Support and an executable boot-
builder application.

Diagnosis : I f  no e-mai l  has  ar r ived the user  may  
have entered the wrong e-mai l  address  when creat-
ing a  NetCleanse account, or  some f i l ter  on the user 
s ide has  diver ted the mai l  and appl icat ion.

I f  for  some reason the boot  disc  does  not  get  cre-
ated, re-enter  the evaluat ion ID that  was  for ward-
ed in  the e-mai l  f rom Suppor t@NetCleanse.Com. 
Please copy and paste  the ID to  avoid ret yping 
errors . I f  fur ther  er rors  pers ist , conatc t  suppor t@
netcleanse.com.

Boot Disc Issues
Aside f rom fromatt ing the f loppy, the only  issue 
c l ients  can encounter  with  boot  discs  i s  i f  the IP  in-
formation entered in  the form does  not  match the 
IP  information of  the ser ver  locat ion.

Diagnosis : Ver i fy  with  the c l ient  that  the IP  infor-
mation used to  create   the boot  disc  matches  the IP 
addresses  of  the ac tual  insta l lat ion unit . 

T ip : Ask  when the boot  disc  was  created. Then ask 
the customer  i f  renovat ions  have been made to 
their  network s ince that  disc  was  created.

Advanced: Check the .c fg  f i le  on the boot  disc 
us ing NotePad but  DO NOT MODIFY THIS  F ILE. 
Modify ing this  f i le  corrupts  the boot  disc.

•

•
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I n s t a l l a t i o n
Server Issues

The installation process fails after the server boots. 

The error  message ‘ ide_pci ’ fo l lowed by a  hex 
address. 

Diagnosis : SATA dr ive  in  the ser ver. As  of  th is  mo-
ment, SATA volumes are  not  suppor ted. Replace the 
mechanism with an IDE or  suppor ted SCSI  device.

Error  message ‘not  able  to  wr i te  to  disc ’ 

Diagnosis : The hard dr ive  cable  se lec t  sett ing must 
NOT be employed

Prompted for  any information (Language, etc . ) 

Diagnosis : i t  means the conf ig  f i le  was  not  found 
for  this  insta l lat ion.  E i ther  the user  has  modif ied 
his  conf ig  f i le  by  hand on a  Windows system or 
there  is  an incompatible  network card. Resolut ion: 
recreate  the boot  disc.

The error  message ‘Selec t  Insta l lat ion Media’ 
means the network card is  not  recognized. 

Diagnosis : Unsuppor ted NIC.

Cannot Connect to FTP server
The most common error message?

Error  message ‘NetCleanse fa i ls  to  log into a  FTP 
ser ver ’

The NetCleanse insta l lat ion process  is  s t ra ight-
for ward and the system can l ive  on any network , 
however, one non-negotiable  i tem is  that  the por ts 
MUST be open. I f  NetCleanse cannot  communicate 
with the operat ions  centres, then the ser ver  cannot 
be created. The most  common message is  Fa i led to 
connec t  to  FTP ser ver.

Diagnosis : NetCleanse wi l l  fa i l  to  log into the FTP 
ser ver. Resolut ion: Fi rewal l  por ts  must  have TCP 
and UDP por ts  open.

•

•

•

•

•

90 per cent of client-side issues occur at this point of 
the installation

More often than not, the causes are connectivity prob-
lems. Here are some tests the customer can run.

Plug the internet  cable  into in  a  laptop to  con-
f i rm that  the cable  connec ts  to  the internet

I f  there  is  an on-board NIC, mak e cer ta in  that  the 
power  is  of f  in  the BIOS

Mak e sure  that  the internet  cable  has  been 
plugged into the correc t  ethernet  por t

Mak e cer ta in  that  the cable  f rom the NetCleanse 
ser ver  i s  p lugged into the correc t  switch on the 
router

Change the network card

Mak e sure  that  necessar y  por ts  are  open. In  par-
t icular, 22  inbound and outbound  as  wel l  as  por t 
21 outbound. To test  por ts, open a  te lnet  sess ion 
on that  por t  of  the ser ver

•

•

•

•

•

•
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I n s t a l l a t i o n  P a r t  2

Post download issues
The t ime needed to  complete  the NetCleanse in-
sta l lat ion is  on average 30 minutes.

Af ter  the insta l lat ion, remove the f loppy disc.

Reboot  the ser ver. The ser ver  wi l l  download addi-
t ional  sof tware. This  process  tak es  approximately 
20 minutes. 

The ser ver  wi l l  conduc t  several  network tests .  The 
status  of  these tests  are  repor ted on screen. I f 
there  is  any fa i lure  to  complete  any of  these tests,  
ask  the customer  to  re lay  the on screen data  for 
d iagnosis .

The customer  wi l l  now be prompted to  conf i rm the 
insta l lat ion. Do this  by  hit t ing ‘enter ’. When the log-
in  screen is  presented, the insta l lat ion has  been 
successful ly  completed.

This  i s  a  root  log in  to  the system and is  NOT used. 
The conf igurat ion of  the system is  done through 
the log- in  at  the NetCleanse.Com web s i te.

Installation Locations
Installing your server outside the firewall requires

A dedicated Publ ic  IP

A changed MX record or  DNS entr y  to  point  to 
that  Publ ic  IP 

Installing your server on the DMZ or behind your firewall. 
A dedicated Private IP is required. Open the following ports:

Por t  21 outbound

Por t  22 inbound and outbound (ssh)

Por t  25 mapping to  point  SMTP traf f ic  to  that 
Pr ivate  IP 

Por t  25 must  be open inbound and outbound (e-
mai l  t raf f ic ) 

Por t  37 outbound ( t ime ser ver)

Por t  53 outbound

Por t  80 outbound (download pattern f i les) 

Por t  6277 outbound

The insta l lat ion is  complete. I t  i s  now t ime for  the 
customer  to  conf igure the NetCleanse system.

•

•

•

•

•

•

•

•

•

•

•

•



� NetCleanse Support

F i r s t  L o g - I n
Logging into NetCleanse for the first time

After successfully installing the NetCleanse server at your 
location, administrators must enable it.

This  i s  done the f i rst  t ime the NetCleanse adminis-
t rator  logs  in  the administrat ive  log- in  on the Net-
Cleanse web s i te. To ac t ivate  NetCleanse af ter  an 
insta l lat ion, p lease run the Insta l l  Wizard f rom the 
NetCleanse Administrat ive  web s i te. This  i s  found 
in  the Ser ver  Conf ig  tab.

This  wi l l :

Set  the Domains  to  be protec ted

Set  the Local  IPs

Conf igure V irus  Scanning

Conf igure Spam sett ings

•

•

•

•
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Hard drives
The s ize  of  hard dr ive  var ies  depending upon the 
load of  mai l . At  minimum, a  36 gig  hard dr ive  is 
required. Current ly, SATA dr ives  are  not  suppor ted, 
but  IDE and SCSI  are. Hard dr ives  must  not  be set 
to  Cable  Selec t . This  sett ing is  conf igured at  the 
back of  the dr ive. See the documentat ion sup-
pl ied by the hard dr ive’s  manufac turer  for  detai ls .

USB not supported
Because the creat ion of  a  NetCleanse ser ver 
requires  boot ing f rom a  custom f loppy disc, USB-
based f loppy dr ives  are  not  suppor ted.

Processor and RAM
Small - 2,000 mail/hour + 100 concurrent connections

A -  2 .4  GHz Pent ium 4 processor, 1  Gig RAM, 36Gb 
hard dr ive

4,000 mai l /hour 

400 concurrent  Internet  connec t ions

Medium - 4,000 mail/hour + 300 concurrent Internet connec-
tions

3.2  GHz Pent ium 4 processor, 1 . 5  Gb RAM, 40Gb 
hard dr ive

7,000 mai l /hour 

600 concurrent  Internet  connec t ions

 Large - 8,000 mail/hour + 600 concurrent connections

3.6  GHz Pent ium 4, 2Gb RAM, 60Gb hard dr ive

10,000 mai l /hour

900 concurrent  Internet  connec t ions

Networks  with heav y e-mai l  t raf f ic  may require  mul-
t ip le  NetCleanse ser vers  to  spl i t  the load. Because 
NetCleanse was  bui l t  to  ser v ice  ISPs  and VISPs, th is 
i s  accompl ished eas i ly. 

A  second NetCleanse ser ver  can a lways  be added for 
test ing or  back-up. Because NetCleanse is  l icensed 
per  user, there  are  no addit ional  l icensing fees  for 
adding mult iple  ser vers .

I f  addit ional  ser vers  or  a  load balancer  are  required, 
d i rec t  the enquir y  to  suppor t@netcleanse.com

•

•

•

•

•

•

•

•

•

•

•

H a r d w a r e

System slowness
The smal l  unit  recommendat ions  wi l l  provide excel -
lent  ser v ice  for  most  customers. However, ensure 
that  the customer ’s  system is  not  obviously  below 
strength:

No Pent ium 3 CPUs

Direc t  the customer  to  log into the NetCleanse 
administrat ive  page at  NetCleanse.Com to check 
the ser ver  stats  page. These stat ist ics  update 
ever y  10 minutes. . I f  the system is  running at  50 
per  cent  dur ing peak hours, the customer  should 
consider  upgrading the hardware.

•

•
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